Installation of CSA Hardlock (HL 2.0)

CSA uses a USB dongle as a system authorization key (“Hardlock”) to ensure only the authorized user(s) of
can run the CSA program. It counts the number of concurrent users in CSA and keeps track of it. CSA

cannot be executed without the Hardlock.

Single-user license —

It must be plugged to the computer intended to use the CSA program

Network-user license —

Only one hardlock is required. It can be plugged to network server or any of its workstations which is

accessible via TCP/IP.

1. Setup CSA Hardlock

a. Goto “.\PNL\CSAEXP\SETTINGS” and double-click “HASPSetup.exe”

'PNL » CSAExp » SETTINGS »
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b. Click [ Next > ] to start the installation wizard

ﬁ Sentinel Runtime Setup

B

InstaliShield

fo] @ ]

Welcome to the Sentinel Runtime
Installation Wizard

It iz strongly recommended that pou exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs
you have running. Click Mext to continue the installation.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

Unauthonzed reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent pozsible under law.

< Back Mext » ] l Cancel
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c. Select “| agree the license agreement” and click [ Next > ]

“_ﬁ-l Sentinel Runtime Setup EIE]

You must agres with the license agreement below to pracesd.

SAFENET SENTINEL LDK PRODUCT END USER é
LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
USING THE COMTEMTS OF THE PACKAGE AND/OR BEFORE DOWMNLOADING OR
INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR AMD USE OF THE
SENTIMEL= LDK PRODUCTS (including without limitation, the Developer's Kit, libraries,
utilities, diskettes, CD_ROM, DVD, Sentinel keys, the software component of SafeMet
Sentinel LDK and the Sentinel LDK Software Protection and Licensing Guide)
(hereinafter “Product”) SUPPLIED BY SAFENET, INC., (or any of its affiliates - either of
them referred to as "SAFENET") ARE AND SHALL BE, SUBJECT TO THE TERMS AND
CONDITIONS SET FORTH IN THIS AGREEMENT.

@) | accept the license agreement

(1 | do nat accept the license agreement

InstallShield

Rezet ] [ < Back ][ Mext > ] [ Cancel

d. Click [ Next > ] to start the installation

3 Senfinel Runtime Setup E@i
Click Mext to begin installation.
Click the Back button ta reenter the installation information or click Cancel to exit
the wizard.
InstallShield
¢ Back || Mext > | [ Cancel
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e. When the installation finished, click [ Finish ] to exit the installation program.

Installshield

ﬁ' Sentinel Runtime Setup

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Run-time Environment uses
port 1947 to communicate with local and remote
components. If you use a firewall, ensure that it
does not block this port.

Click the Finish button to exit thiz installation.

B el

< Back Cancel

2. Hardlock Administration Page

HL-Server Administration (https://localhost:1947) is a utility for managing Hardlock Server. Its
webpage will show you how many users can access the CSA program and how many users are using it.

(1) On the menu, select “Sentinel”, it shows you if the Hardlock which is plugged on your network.
Move the pointer over “Local”, then it shows you which computer is plugged with the Hardlock.

SafeNet Sentinel ACC: Ser %

<« C' |3 localhost:1947/_int_/devices.html

w o=

@afeNet

Sentinel Admin Control Center

Sentinel Keys
Products
Features
Sessions

Update/Attach

Access Log
Configuration
Diagnostics

Help
About

More Languages

Sentinel Keys Available on PLSTAFF-PC

# Location Vendor Key ID Key Type Configurati Version Sessi Actions
1 Loc: 106002 817083589 Sentinel HL =D Driverless 427 - |Products| | Features || Sessians
Rl ’ Blink on [ C2v

Details for HL Net 10 (ID:817083589) on Local
Ke

jonal Build 7601 (Intel64 Family & Model 3

3
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(2) On the menu, select “Sessions”, it shows you the workstations that are running CSA.

B SafelNet Sentinel ACC: Ser

& - C [} localhost:1947/_int_/sessions.html

T 8@y =

@afeNec Sentinel Admin Control Center
Sessions on PLSTAFF-PC, Product 0
Sentinel Keys ID Key Location Product Feature Address User Machine Login Time Timeout Actions
Products 5
Features 00000004 817083689 Local 109002 33 192168 42123 matthew DELLPC-524 1MUOL2% 49-60.38 [Disconnect
N Product 10:34:56
Sessions 5
5
Update/Attach 106002 PLSTAFF-  Thu Oct 29, . g
0000CODS 817083589 Local Product 33 Local leomok PC-4344 10:35:11 11:59:53 | Disconnect
5
Access Log
Configuration
Diagnostics
Help
About
=
More Languages
Help Top

Setting of Hardlock Location

a. Open “.\PNL\CSAEXp\SETTINGS\CSAEXp.ini” with text editor

b. Under the section [LDK], enter the IP address and the computer name of the computer with

the Hardlock. For example:

[LDK]
ip=192.168.1.88
hosts= PLSTAFF-PC
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